
Cybersecurity: Protecting Plan Data
Keeping members’ private information secure has always been a high priority for plan 
sponsors. With cybercrime on the rise, data protection has become more challenging.

1 Fall 2018 Cybersecurity Survey Report (Circa, 2018).
2 National Cyber Threat Assessment 2018 (Canadian Centre for Cyber Security, date modified; 2018-12-01).
3 2018 Cost of a Data Breach Study: Global Overview, research conducted by Ponemon Institute LLC, a research 

organization that focuses on privacy, data protection and information security (IBM, July 2018).
4 Earlier this year, the BC Pension Plan lost a box containing microfiche of members’ personal information dating back15 years.
5 2019 Cost of a Data Breach Report, research conducted by Ponemon Institute LLC (IBM, July 2019). The U.S. and Middle 

East had the highest direct per record cost: $88 (in USD).

Sources of Data Breaches
Attacks by cybercriminals include hacking and more sophisticated “phishing” emails that 
trick people by appearing to be from a known and trusted source. According to a 2018 
survey, 40 percent of Canadian businesses experienced a cyberattack in the previous 
12 months.1

Thankfully, few plans have had their data breached by cybercriminals. Yet plan sponsors 
need to be vigilant because the personal information they safeguard is a tempting target. 
The Canadian Centre for Cyber Security stated, “in 2019 large databases will almost 
certainly remain attractive targets for cyber threat actors seeking to sell information or 
support state-sponsored espionage.”2

Cybercrime is not the only risk. While half of all data breaches in Canada in 2017 were 
the result of malicious or criminal attacks, the other half were attributable to system 
glitches, which consist of IT and/or failures in processes, or human error.3 Examples 
of data breaches caused by employee mistakes or negligence include information in 
misdirected emails, posted inadvertently on a website, lost on laptops, smartphones or 
other devices,4 or even contained in mishandled paper records.

Data Breach Costs
Among 16 countries and regions studied from July 2018 to April 2019 by the Ponemon 
Institute for IBM, Canada had the second highest direct breach incident cost: $78 (in USD) 
per compromised record.5 Examples of direct costs include hiring forensic experts and 
legal counsel, as well as giving identity protection services to affected individuals.

https://cira.ca/2018-cybersecurity-survey-report
https://cyber.gc.ca/en/guidance/data-breaches
https://www.ibm.com/account/reg/us-en/signup?formid=urx-33316
https://www.ibm.com/security/data-breach


© 2019 by The Segal Group, Inc. All rights reserved.segalgroup.ca

Managing Cybersecurity Risk

Follow these steps to assess and address your plan’s cybersecurity risk:
 9 Review your technology and work processes for vulnerabilities — and fix them.

 9 If you outsource administration or IT services, make sure your agreements clarify that the service providers 
are subject to the breach-reporting requirements of the Personal Information Protection and Electronic 
Documents Act.

 9 Train all in-house staff who handle member data about the techniques cybercriminals typically use to obtain 
information fraudulently by exploiting natural behaviour.

 9 Create or update an information security policy.

 9Have a current incident-response plan that outlines what steps will be taken in the event of a breach as well 
as each party’s roles and responsibilities.

 9 Consider purchasing cyber liability insurance.

Segal Can Help
Segal conducts IT Security Assessments. These reviews cover all aspects of IT security: network and 
remote access, desktops and laptops, mobile and removable devices, servers and applications, data 
storage, including cloud services, transmission and destruction. They also examine physical security, 
policies and procedures, including your disaster-recovery plan, and staff training. Segal can help 
you develop a comprehensive incident response plan. To learn more about how Segal can help you 
implement industry-standard security controls to protect the confidentiality, integrity and availability of 
your plan data, contact:

Cameron McNeill 
416.969.3963 
CMcNeill@segalco.com

The Canadian Association of Pension Supervisory Authorities recently announced in its 2019-2022 
Strategic Plan that it will “develop guidelines that will assist pension stakeholders in developing and 
building robust cybersecurity plans.”

Until then, it might be helpful for plan sponsors to consider using resources that the Office of the  
Superintendent of Financial Institutions created for federally regulated financial institutions: Cyber Security 
Self-Assessment Guidance and Advisory on Technology and Cyber Security Incident Reporting.

https://www.priv.gc.ca/en/privacy-topics/privacy-breaches/respond-to-a-privacy-breach-at-your-business/gd_pb_201810/
https://www.priv.gc.ca/en/privacy-topics/privacy-breaches/respond-to-a-privacy-breach-at-your-business/gd_pb_201810/
mailto:cmcneill%40segalco.com?subject=
https://www.capsa-acor.org/Documents/View/667
https://www.capsa-acor.org/Documents/View/667
http://www.osfi-bsif.gc.ca/Eng/fi-if/in-ai/Pages/cbrsk.aspx
http://www.osfi-bsif.gc.ca/Eng/fi-if/in-ai/Pages/cbrsk.aspx
http://www.osfi-bsif.gc.ca/Eng/Docs/TCSIR.pdf

