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Please keep in mind that our presentation is intended to provide our views as employee benefits 
professionals and is NOT intended to provide legal advice. As with all such issues involving 
laws/regulations you should refer to your legal counsel for authoritative advice.
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Agenda for Health Compliance Update

1. What’s New for the Affordable Care Act (ACA)

2. IRS Reporting Obligations

3. Mental Health Parity Regs

4. Federal Compliance Audits

4. Medicare Beneficiary Identifier (MBI)

5. Required Employee Notices

6. Ongoing HIPAA Compliance Duties
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Time Flies When You’re Having Fun…

March 23, 2018  was the 
8th anniversary of the 

Affordable Care Act (ACA)
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Possible 4980H penalties 

Excepted Benefits/Limited Scope
Dental and Vision plans

SBC: Summary of Benefits & Coverage

Waiting period cannot 
exceed 90 days

Yes you still have 
to CONTINUE to 
comply with all 
this ACA stuff

Pay Health Insurance Tax
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In Dec 2017, Congress passed the Tax Cuts and Jobs Act 
which included a provision to reduce to zero (not repeal)
the federal Individual Mandate penalty starting 
January 1, 2019.

This means that starting in 2019 there is no federal 
requirement for a person to maintain minimum essential 
coverage (medical plan coverage) during the calendar year in 
order to avoid having to pay a financial penalty at tax time.

Individual Mandate Penalty

The Individual Mandate DOES still 
apply for the 2018 calendar year.
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Not having an Individual Mandate is good news for 
individuals and not so good news for insurers/plan 
sponsors.
•Will healthier people now be less likely to obtain medical coverage 

leaving only “sick” individuals seeking to retain coverage, adversely 
impacting the cost of health care coverage? 

– Average Marketplace premiums likely to increase in 2019.

• About 11.7 million people currently covered by the Marketplace.

– Congressional Budget Office estimates 4 million less people will 
be covered by medical plans in 2019.  

Individual Mandate Penalty
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Even though the federal Individual Mandate is now zero, four (4) 
states have enacted a state “individual mandate” requiring state 
residents to purchase health coverage or pay a financial penalty:
• Massachusetts (2006)
• Vermont (2020)
• District of Columbia (2019)
• New Jersey (2019)

Several other states are considering 
an individual mandate, including:
• California, Connecticut, Hawaii, 

Maryland, Minnesota, Rhode Island, 
and Washington

States Enacting Individual Mandates
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6055 Reporting 6056 Reporting

Type of 
Employer

Plan 
Type Individual Mandate Reporting on 

Minimum Essential Coverage (MEC)

Employer Shared Responsibility 
Mandate Reporting on:  FT 

employee status, employee’s 
eligibility for Marketplace subsidy 

and potential for 4980H penalty

Applicable 
Large 
Employer 
(ALE) with 50 
or more 
FT employees

Self-funded 
medical plan

ALE completes all of 1095-C for employee 
and for IRS

ALE completes all of 1095-C for employee & 
IRS, and 1094-C for IRS

Fully insured 
medical plan

Insurer completes 1095-B for employee 
and 1095-B & 1094-B for IRS

ALE completes all of 1095-C for employee & 
IRS, and 1094-C for IRS

Contributes to a 
multiemployer plan

Multiemployer plan sponsor completes 1095-B 
for employee, & 1095-B & 1094-B for IRS

ALE completes  Part I & II of 1095-C for 
employee and IRS, and 1094-C  for IRS

Employer 
who is NOT 
an ALE and is 
not part of a 
controlled 
group

Self-funded 
medical plan

Employer completes 1095-B for employee and 
1095-B & 1094-B for IRS

Not applicable

Fully insured 
medical plan

Insurer completes 1095-B for employee and 
1095-B & 1094-B for IRS

Not applicable

Contributes to a 
multiemployer plan

Multiemployer plan sponsor completes 1095-B 
for employee and 1095-B & 1094-B for IRS

Not applicable

All employees in a controlled group are counted when determining whether related employers are ALE members. Each ALE member
must file for its own employees. Where an ALE reports for separate divisions, employees working for multiple divisions must receive
aggregated information on a single Form 1095-C. Where ALEs are part of a controlled group, employees will receive a separate Form
1095-C for full-time employment with each ALE in the controlled group.

IRS Reporting: Who Has Reporting Obligations?
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IRS Reporting Deadlines

Penalty For Failure to File: 
IRS instructions note a penalty of $260 per return for failure to 
file or failure to provide a corrected form, unless you establish 
reasonable cause. 

Filing 2018 forms Deadline

Send applicable (1095-B or 1095-C) 
forms to Employee

Thursday
January 31, 2019

If LESS THAN 250 forms to file with the IRS:
 File paper copies of the 1095-B and 

1095-C forms with IRS

Thursday
February 28, 2019

If 250 OR MORE forms to file with the IRS:
 File electronically for the 1095-B and 

1095-C forms using IRS’s AIR system

Monday
April 1, 2019
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The Mental Health Parity and Addiction Equity Act (MHPAEA) 
requires parity (equality) between medical/surgical benefits and 
mental health/substance use disorder (MH/SUD) benefits. 
Health plans must provide parity in both:

a. Numerical “quantitative” financial requirements or treatment 
limits (e.g., member cost sharing, plus day limits or visit limits) 
AND

b. Non-quantitative treatment limits (NQTL)...in essence, 
non-numerical ways to control MH/SUD costs

Mental Health Parity is a Focus for the Feds
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Non-Quantitative Treatment Limits (NQTL) are tools the Plan 
uses to manage the mental health or substance use disorder 
benefits and can include: 
a. prior authorization/precertification requirements 
b. determinations that a treatment is medically necessary or experimental
c. methods for reimbursing providers 
d. step-therapy programs
e. restrictions based on geographic location or facility type

MHPAEA requires that plans must provide, upon request, the Plan’s 
detailed criteria for medical necessity determinations relating to 
MH/SUD

Mental Health Parity is a Focus for the Feds
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Both DOL and CMS continue active programs to audit group health 
plans for compliance with employee benefit laws/ regulations. 
Multiemployer plans & large public sector plans are key targets

 Audits focus on assuring compliance with issues like:

• Grandfather status (are you really still grandfathered?)

• HIPAA special enrollment

• ACA group mandates like coverage for dependent 
children, annual/lifetime dollar limits on essential health 
benefits, excessive waiting periods for benefits, issue 
SBC, non-grandfather plan requirements, etc. 

• Mental Health Parity and Addiction Equity Act –
particularly treatment limitations like preauthorization, 
or network restrictions

Federal Enforcement Activity of 
Health Compliance Duties Continues

DOL’s Self-compliance Tool:  https://www.dol.gov/sites/default/files/ebsa/about-ebsa/
our-activities/resource-center/publications/compliance-assistance-guide-appendix-a.pdf 
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• Medicare has been issuing ID cards since 1965 
with a Health Insurance Claim Number (HICN).  
In most cases the HICN is the same as the SSN. 
To help prevent fraud, SSNs are being removed.

• New FREE Medicare ID cards are 
automatically being issued starting April 2018 with a new 
randomly assigned Medicare Beneficiary Identifier or MBI number.

• CMS has planned a generous 21-month transition period of April 2018 
to December 2019. Either the HICN or the MBI can be utilized in 
healthcare transactions during the transition period. 
Format for MBI discussed at this site: https://www.cms.gov/
Medicare/New-Medicare-Card/Understanding-the-MBI-with-Format.pdf

New Medicare Beneficiary Identifier (MBI)

The Medicare Access and CHIP Reauthorization Act (MACRA) 
of 2015, requires removal of Social Security Numbers (SSNs) 
from all Medicare ID cards by April 2019

https://www.cms.gov/Medicare/New-Medicare-Card/Understanding-the-MBI-with-Format.pdf
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Medicare is in the process of mailing new ID cards to millions of 
Medicare beneficiaries.

 If someone with Medicare says they didn’t get a card after their 
mailing due date ends, you can instruct them to:
• Call 1-800-MEDICARE (1-800-633-4227) where they can verify their identity, 

check their address, and help them get their new card.
• Continue to use their current Medicare card to get health care services until they 

get their new card.

New Medicare Beneficiary Identifier (MBI)

People with Medicare should continue to protect their new Medicare 
MBI number to prevent medical identity theft and healthcare fraud.

New Medicare ID cards will NOT include SSN
 The MBI is confidential, like the SSN, and should be protected as personally 

identifiable information.  
 You’ll need to update your systems and check with any software vendors 

to assure the new MBIs are able to be collected.
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There is an abundance of health compliance notices that must be 
distributed at each enrollment opportunity. Three (3) common 
enrollment times:
• initial enrollment 
• special enrollment (such as to the new spouse once married, and )
• open enrollment (if held)  

Plus you’ll want to post the notices on your member benefits 
website, along with SBCs and SPDs, for easy access by members 
and their family to these informative documents 

Various ways to deliver most of the notices:
• Electronically deliver via email to employees with work-related computers
• Mail to the home for employees without work-related computers, retirees, and 

COBRA beneficiaries
• Hand deliver
• Get advance written consent to email notices to their personal email address

How are you Doing with Distributing Your 
Required Employee Benefit Program Notices
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Required Employee Benefit Program Notices include:
 Special Enrollment Rights Notice (at enrollment time)

 Women’s Health and Cancer Rights Act (WHCRA) notice

 Newborns and Mother’s Health Protection Act notice

 Actual HIPAA Privacy Notice (when enroll for health benefits)

 Reminder on Where to Find the HIPAA Privacy Notice (at least every 3 years)

 Grandfather Notice (if applicable)

 Request for SSN from dependents for IRS reporting and Mandatory Insurer  
Reporting under Section 111

 Medicare Part D Notice (whether prescription drug coverage is creditable)

 Availability of Summary of Benefits and Coverage (SBC) 
for each medical plan offered

 Notice about Premium Assistance with Medicaid & CHIP 
(feds update this notice at least twice a year)

 Wellness program notices (HIPAA, EEOC/ADA, EEOC/GINA)

 COBRA Initial and Election notices (mail to the home)
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HIPAA requires Covered Entities, like group health plans, 
to implement policies and procedures to protect 
individually identifiable health information that is spoken, 
written/typed, or in an electronic format (like email, computers, 
servers, smartphones, flash drives, copiers, scanners, etc.)

Who Can Forget HIPAA Compliance?

Health Insurance Portability
and Accountability Act (HIPAA) 

is a federal law enacted in 1996
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For a health plan, what does HIPAA impact?

HIPAA Regulates HIPAA Does Not Regulate
• Fully insured or self-funded health plans
• Medical, Dental and Vision plans
• EAP, Behavioral Health, & Hearing Aid plans
• Claims Administrators of health benefits
• Utilization Review (UR), Disease Management 

(DM), & Wellness Programs
• Pharmacy Benefit Manager (PBM) for Rx
• Independent Review Organization (IRO)
• Health Flexible Spending Account (FSA) 
• Health Reimbursement Arrangement (HRA)
• Health Savings Account (HSA) Administrator
• Long Term Care
• COBRA Administration

• Life and AD&D insurance
• Short and Long Term Disability (STD/LTD)
• Auto, Property & Casualty
• Group travel accident
• Pension plans, 401K, 403B, 457
• Pet Insurance 
• Dependent Care Assistance Program (DCAP) 

“Dependent Flex Spending Account”, 
transit/parking fringe benefits

• Stop Loss Carriers
• Workers’ Compensation
• Employment Records: FMLA, sick day, etc.
• Small employers with less than 50 participants 

who are self-administered
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HIPAA contains national standards (requirements) outlined in 
Privacy and Security rules about protecting health information

 If you have health plan benefits, like medical, Rx, dental, and vision 
benefits and those benefits are all insured, then the insurance 
company has the primary duty to protect individually identifiable 
health information.

 If you have health plan benefits, like medical, Rx, dental, and vision 
benefits and those benefits are self-funded, then the Fund has the 
primary duty to protect individually identifiable health information.  
• The Fund likely has various vendors contracted to help it administer the 

self-funded benefits. 
• Those helper companies are HIPAA Business Associates (BA) who 

must also comply with HIPAA.  
– Do you have updated HIPAA BA contracts with ALL your helper 

companies?

Who Can Forget HIPAA Compliance?
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1. Identify which staff work on/administer the group health plan (who are “covered entity” staff)

2. Designate a Privacy Officer and a Security Officer

3. Create and update HIPAA Privacy and HIPAA Security Policies & Procedures and 
relevant Forms

4. Create, regularly distribute, and update your HIPAA Privacy Notice

5. Identify and contract with all the vendors that help administer your group health plan...
your HIPAA Business Associates

6. Provide training and retraining for existing and new health plan administration staff and IT 
dept. staff on proper HIPAA compliance (What’s the date of your last HIPAA training class?)

7. Assure you physically safeguard health information (locked file cabinets, safe fax 
location, designated areas to safely chat about health information, electronic devices 
encrypted, etc.)

8. Perform regular HIPAA Security Risk Assessments of your electronic environment (where 
is your electronic health information? is it encrypted? prepared for a security incident?)

9. Perform any HIPAA breach incident investigations and breach reporting duties

10. Practice promoting a HIPAA safe workplace culture daily including assuring you have 
adequate cyber liability insurance to help protect you should you have a breach 
(Breach is a failure to use/disclose health information in accordance with law)

Duties that Group Health Plans Must Undertake
to Comply with HIPAA Privacy and Security Rules
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Impermissible Use or Disclosure of Protected Health 
Information (PHI) Leads to Large Financial Penalties

Who What was the Breach Penalty
Mass. General 
Hospital Hospital employee left patient records on the subway $1 million 

UCLA Improper disclosure of health records (employees 
snooped in celebrity medical records) $865,000 

Affinity Health Plan 
of NY Failed to erased hard drive of copier before they sold it $1.2 million

Hospice of North 
Idaho 

One stolen unencrypted laptop containing health 
information $50,000

BCBS of 
Tennessee

Poor admin safeguards & unencrypted ePHI on many 
hard drives $1.5 million 

Alaska Dept. of 
Health & Human 
Services (DHHS) 

Unencrypted hard drive with PHI stolen out of employee’s 
car plus, had inadequate policies/procedures $1.7 million 

Anthem Phishing incident let hackers get to the PHI of 
80 million people

$115 million 
lawsuit

Catholic Health 
Care Services of 
Philadelphia

Theft of an employee’s unencrypted iPhone containing 
PHI in text messages and emails $650,000

North Memorial 
Health Care

Failed to implement a Business Associate contract or 
perform a HIPAA Security risk assessment $1.5 million
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How prepared are YOU in identifying 
and then remedying an adverse 

HIPAA Security situation in         
YOUR organization?

22
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Next, Jay Preall, Senior Consultant 
with Segal’s Administration and 

Technology Consulting (ATC) area 
will provide you information on better 
preparing for an electronic security 

system compromise.

23
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Agenda

1. An Example Incident

2. What Is the Security Incident Workshop?

3. Why Should You Care?

4. What Does the Workshop Cover?

5. What Are the Workshop Takeaways?

6. Workshop Logistics
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The Scenario:  You are busy on a Saturday afternoon and when 
you left work yesterday, your public facing web page looked like this:

An Example Incident

Sign in

Username

Password

• New eye program
• Members helping 

members
• Helping remove clutter

• Travel medical 
insurance

• Expense 
reimbursements

Blue Logo 
Health
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But now, this afternoon, your public facing web page looks like this:

An Example Incident

This site is closed due to bankruptcy proceedings and potential 
criminal activity. Please refer all questions and concerns to the 
State Attorney General’s office at 1-800-SWINDLE.

Notice

Blue Logo 
Health
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Who do you contact to report the incident and how do you get ahold 
of them?

How do you get the offending page removed and how quickly can it 
be done?

What would you communicate to members about the incident?

How would you deliver that communication to members and when 
(email, phone, letter, web notice)?

Does local law enforcement need to be involved? Who makes that 
decision?

Do you have to notify any State regulatory agencies about the 
incident and if so, how soon? 

What evidence should to be saved for potential later prosecution? 

How would you determine what happened to prevent it from 
occurring again?

An Example Incident
What do you do?
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The web page was defaced by your own 
disgruntled IT employee, who just quit. 
How do you contact a backup support person?

The local news reports on the story on Sunday 
morning. 
How do you handle media inquiries?

One member later files a wrongful death lawsuit 
claiming her husband had a heart attack after 
seeing the defaced website. 
Did you do the necessary things to protect 
yourself against this?

An Example Incident
Possible Twists
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One day of data security discussions and 
hands-on activities facilitated by experts in 
protecting information assets and planning 
for Security Incident responses

One goal of having senior leaders 
understand their security risks and how 
best to prepare for and respond should a 
security incident occur.

Vendor agnostic – no sales pitches but 
instead real world conversations on the 
decisions, expertise, and legal 
ramifications required to prevent, prepare 
for, and respond to a security incident. 

Based on proven methodologies and 
industry best practices

What Is the Security Incident Response Workshop?

30
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As Trustees and Executives, you might be personally responsible for protecting 
the organization assets. Failing to do so can lead to unfortunate consequences like 
those shown below, using the infamous Target Stores attack as a basis:

Why Should You Care?

Learn How To Protect Your Organization and Yourself!

• The CEO lost his job.

• Target’s Board and senior managers faced a shareholder 
derivative lawsuit for their handling of the breach. 

• Dozens of class action lawsuits were filed against the 
company claiming they responded too slowly in notifying 
the affected people.

• Banks sued Target seeking reimbursement for fraud that 
occurred with the breached data.

• The Department of Justice began looking into criminal charges.
• Several state attorneys instituted action over security breach 

notification laws.

Loss of Job

Significant 
Legal Fees

Possible 
Criminal 
Charges
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Ransomware Simulation (10 – 15 minutes) 
Drops you into the middle of a simulated ransomware incident to 
illustrate the decisions and information required to handle such 
an event.

Current Situation (45 – 60 minutes) 
Develop a clear understanding of your current IT security risks 
and the potential impact should an incident occur within your 
organization. 

Security Overview (60 – 75 minutes) 
Review the breadth of IT security attacks, the costs and penalties 
associated with those attacks, the responsibilities and liabilities 
of leaders for protecting IT data assets, and what cyber 
insurance offers. 

Lunch break (60 minutes)

What Does the Workshop Cover?
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Data Breach Simulation (20 – 30 minutes) 
Drops you into the middle of a simulated IT data breach to illustrate the 
decisions and information required to successfully handle such an 
event.  

 Ideal Future State (45 – 60 minutes) 
Discuss what the ideal IT Security Response Plan should look like for 
your organization and how to know if you are prepared for a security 
incident.

Create a Risk Matrix (20 – 30 minutes) 
Identify the most likely security incidents to occur in your organization, 
their likelihood of occurring, and the business impact if such an incident 
really does occur. 

Build an IT Security Response Plan Action Calendar (20 – 30 minutes) 
Gain a clear understanding of the tasks and time commitment required 
to build a solid IT Security Response Plan for your most likely incidents.

What Does the Workshop Cover?
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What Are the Workshop Takeaways?

At the end of the session, the two key deliverables are a high level Security Risk Likelihood 
Matrix and a high level Action Calendar for addressing tasks and time commitment required 
to build a solid Security Incident Response Plan that you have created specifically for 
your organization.

The goal is for senior leadership to 
agree on the IT security priorities 
and how and when to address them
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Who should attend? 
Trustees, Executives, and Senior Organization Leaders 
responsible for the overall business and IT data security. They 
should have a holistic view of how the organization can be liable 
a security incident occurs.

How many people should attend? 
The workshop runs best with 6 – 12 people.

How long is the workshop? 
The on-site workshop typically lasts about 6 hours in a suitable 
conference room.

Are there any special workshop preparations required? 
Minimal. We need a conference room with a projection screen to 
share a small number of slides and videos and a large, easel size 
pads of paper and markers for recording workshop discussion 
points and activities.  

Workshop Logistics
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What else might you consider to 
mitigate the risk of an electronic 
security system compromise?

36
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Next, Diane McNally, Senior Vice 
President and Principal, Segal Select 

Insurance will provide you with 
information about Cyber Insurance.

37
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Discussion Topics

1. What is Cyber Liability Insurance? 

2. Key Cyber coverage issues

3. Distinguishing Cyber Liability Insurance 
from Other Insurance lines

4. Determine Rates

5. Applying for Cyber Coverage

6. Key Takeaways
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Breach Costs Are Expensive
Average cost1 of each lost or

stolen record was $148, 
organizational cost up 4.8% and 

per incident increased from 
$3.62 M to

How prepared is your Plan?
1 2018 Ponemon/IBM cost of data breach study
2 2018 PWC Global State of Information Security survey

Of consumers believe 
companies are vulnerable to 

hacks and cyberattacks2

69%

$3.86M

of consumers believe companies are vulnerable to hacks and cyberattacks.
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Coverage grants are often 
labeled differently

Lack of uniformity

Coverage is changing constantly 
as product develops

Should not purchase cyber 
coverage based on price alone

Navigating A Cyber Policy

41
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Cyber insurance policies generally contain both first-party and 
third-party coverage.

First-party coverage insures against an insured’s own losses, 
expenses associated with unlawful entry into their computer systems 
or network as well as breaches arising out lost/stolen devices 

 Including the cost to notify insureds of a cyberattack or lost business 
income

 It should include coverage for ransom payments and extra expenses 
arising out of cyber extortion

Third-party coverage insures against liability to third-parties caused 
by a breach or cyberattack.

What is Cyber Liability Insurance?
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What is Covered?

1. Essential Coverage 
Components

• Loss Containment
• Third-Party Liability 
• Regulatory Defense and Penalties
• Online Media Liability Protection
• PCI Fines and Assessments

2. Business Interruption/ 
Expense Coverage

• Network/Business Interruption
• Service Disruption
• Extra Expenses

3. Theft/Property Loss 
Coverage

• Data Loss and Restoration
• Cyber Extortion and Ransoms
• Computer Fraud
• Improper Electronic Transfer of Funds
• Social Engineering 



44

First Party Cybersecurity Insurance

Forensics

Legal

3rd Party Liability 

Event

Extortion, Website 
Content

Investigate

Credit Monitoring 
Identify Theft Insurance

Compliant Communication 
Expert Call Centers

Lost Net Profit

Extra Expense

Business Interruption/
Disruption

Data Protection

Indemnify

Client/Participant 
Notification

Regulatory Penalties

Social Engineering

Extortion/
Ransomware

The Insurer’s 
“Breach Experts” 
and pre-negotiated 
rates are a valuable 
policy benefit
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Third Party Cyber Liability

Forensics

Legal

3rd Party Liability 

Event

Website Content

Investigate

Credit Monitoring 
Identify Theft Insurance

Compliant Communication 
Expert Call Centers

Lost Net Profit

Extra Expense

Business Interruption/ 
Disruption

Data Protection

Indemnify

Client/Participant 
Notification

Regulatory Fines & Penalties

Social Engineering

Extortion/Ransomware
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Most insurers provide access to pre and post breach 
services including:

Cyber Policy Services

Specialized pre-vetted consultant

Data breach coaches (privacy counsel)

Forensic experts

Crisis management professionals

Call Center expertise

!
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Cyber liability policies are not the 
only place where an insured might 
find coverage for a cyber event

Fiduciary Liability Insurance could 
respond to -
• Claim for failure to keep personally 

identifiable information confidential 
as a result of a data breach

• Breach of fiduciary duty claims
• Claims under HIPAA/HITECH
• Serious gaps for first-party claims, 

like notification to regulators and 
participants, credit monitoring, 
call center or forensic investigations 
costs

Insurance Policy Crossover

47
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Commercial General (CGL) Coverage:
• Covers invasion of privacy or 

privacy/confidentiality allegations
• But typically an exclusion for cyber events

Employment Practices Liability 
Insurance (EPLI):
• May cover certain allegations by 

employees that entity failed to protect 
their personally identifiable information

Crime/Fidelity Coverage: some cyber 
event/data breach coverage, often will 
low sublimited coverage

Other Policies

48



49

Breach Preparedness

How to become 
a good cyber 

applicant: 
Be Prepared

1. Conduct comprehensive 
risk assessments

2. Establish a written incident 
response plan

3. Test your response readiness 
through cyber-attack 
simulations and vulnerability 
testing
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Access how many records on hand and know how stored.

Applying for Cyber Liability Insurance

How many employees 
have access to data?

Is there ongoing 
security training?

Who’s responsible 
for data security?

Is there an incident 
response plan in place?

In there an information 
security policy and how are 

violations handled?Are there contracts in place for 
3rd parties who process, host or 

store sensitive information?

What has the breach 
experience been 
and how handled?

50
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Most carriers base insurance rates using
• Estimated number of plan records, the number of participants in the funds 

and plan contributions

Plan assets usually not as important to rate factors

Rates can go up with protected health information (for health plans)

Prior claims or data breaches can impact rates, it depends

Encryption and other cybersecurity protections

Administration by a third-party administrator should reduce exposure 
if Business Associate Agreement contains indemnification and TPA
has separate cyber coverage

How Rates are Determined
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Red Flags for Cyber Rates

Inadequate 
encryption policies 
and procedures

Poor access control 
and activity review

Poor mobile device 
and laptop policies 
and controls

Lack of IT governance—
standards, inventory 
control, basic security 
procedures (patching, 
administrative lockdown, 
etc.)
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Consider Cyber Liability Insurance
Benefits plans should consider Cyber Liability coverage as part of 

their cybersecurity strategy 

Quality coverage widely available at reasonable cost

But do not compare coverage based solely on cost – cyber liability 
insurance is not a commodity

Engage an experienced insurance advisor to secure the best 
possible coverage

Cyber Liability provides the first-party and third-party coverages to 
protect your plan and its participants

Key Takeaways

Segal Select Insurance Services, Inc. (“Segal Select”), a subsidiary of The Segal Group, is a specialty retail insurance broker insurance. Any information and/or 
opinions herein provided by third parties have been obtained from sources believed to be reliable, but accuracy and completeness cannot be guaranteed. The 
contents of this presentation and any opinions expressed herein are intended for general education purposes only and not as professional advice specific to any 
person, entity or circumstance. It is not intended for use as a basis for making insurance-related decisions, including determinations of appropriate types or levels of 
insurance coverage, nor should it be construed as advice designed to meet the needs of any particular person, entity or circumstance. 
Please contact Segal Select or another qualified insurance professional for advice regarding the evaluation of any specific information, opinion, advice, or other 
content. Of course, on all matters involving legal interpretations and regulatory issues, you should consult legal counsel.
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Thank you!

Nancy Hakes
VP and Senior Consultant & 
Manager Compliance-Health 
Segal Consulting
602-381-4025 
nhakes@segalco.com 

Jay Preall
Senior Consultant                            
Administration and Technology Consulting (ATC) 
Segal Consulting
636-248-7270 
jpreall@segalco.com 

Diane McNally
Senior Vice President     
and Principal                    
Segal Select Insurance
212-251-5146
drmcnally@segalsi.com 
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