
You just had a data breach.   
Now what do you do?
Imagine this happening to you. You get to the office and turn on your computer. You  
find you are not only locked out of your systems, but a cyber-criminal has threatened  
to delete all of your organization’s files if you do not pay a ransom.  

Do you know what to do? Who do you call? Waiting until you have a data breach is  
too late to begin planning for one.

*Source: 2018 Cost of a Data Breach Study: Research sponsored by IBM 
Security, independently conducted by Ponemon Institute LLC

How Prepared Are You?
 9 Do you feel you are doing enough to protect your data?

 9 Can your team respond quickly to a cybersecurity incident?

 9 Does every team member know their roles and responsibilities if a data breach occurs?

 9 Do you fully understand the potential costs and liabilities of a data security breach?

 9 Do you have confidence that the data security precautions in place at your vendors are protecting you?

 9 Did you know it takes an and average of 201 days to identify and 52 days to contain a breach?*

If you answered “No” to one or more of these questions, your organization may be at risk in the event of a 
cybersecurity incident!

$233 per record cost  
for a data breach

$7.91M average total 
cost for a data breach*

10%       in the number 
of records/size of the data 
breaches from 2017 to 2018

52% of the breaches 
are caused by malicious or 
criminal attacks:
23% by a system glitch, 
and 25% by human error

Largest cost savings impact on the per capita cost 
of a data breach – having an incident response 
team at $14.00 cost savings per compromised 
record. Next is extensive use of encryption at 
$13.10 cost savings per compromised record.

In the U.S.:

The First Stop on Your Journey — A Security Incident Response Workshop
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What is it? 

A The on-site workshop consists 
of a series of simulated cyber 
events, facilitated by Segal 
cybersecurity professionals. 
We’ll walk you through your 
current response plans and 
recommended industry best 
practices. These simulations  
are an excellent way to see if  
you can keep operating should  
a hacker strike. 

Who should attend? 

A Trustees, senior management, 
business owners and IT leaders 
responsible for the overall 
business and IT data security — 
Those who have a 360o holistic 
view of how the organization  
can be potentially liable if data  
is breached — should attend.

How many people  
should attend? 

A Workshops with 6-12 participants 
produce the best results.

How long is the workshop? 

A The workshop typically lasts  
about 6 hours.

Are there any special 
workshop preparations 

     required? 

A Yes. You will need a conference 
room with a projector and screen 
and a large, easel-size pad of 
paper and markers for recording 
workshop discussion points. 
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Schedule Your Workshop Today. 
For more information about scheduling an incident-response workshop,  
please contact your Segal consultant or:

Q Q

Q

Q

“This was one of the most valuable workshops I’ve ever participated in. It was loaded with 
fascinating, eye-opening information. The format was very practical and allowed us to make 
it directly applicable to our circumstances and needs. It also provided for a great deal of 
interaction between the participants and presenters, which made it extremely engaging.” 

       Steven Montagna, Chief Personnel Analyst 
       City of Los Angeles

FAQs About the Workshop

Stuart Lerner 
212.251.5389 
slerner@segalco.com 

Amy Timmons 
303.601.8548 
atimmons@segalco.com

or

segalco.com

The Security Incident Response Workshop 

One of the most effective ways to assess your readiness to respond to a security breach is by conducting a security 
incident-response workshop. This facilitated workshop takes you and your team through the data-protection journey 
and identifies specific action steps for you to take.

At the end of the six-hour workshop, you will:

 • Understand leading IT security practices

 • Obtain a clear picture of your current IT security risks 
and the potential impact should an incident occur

 • Gain insights into the breadth of IT security areas to be 
addressed — this includes organizational policies, training 
and action plans for handling real IT security incidents 

 • Identify your IT security end state — what it looks like; 
what technology, tools, policies, activities and insurance are 
needed; and how your business practices might change.

 • Prioritize your plan for IT security efforts given the 
potential and likelihood of your IT security risks.

This workshop helps you prepare for an attack by testing your readiness. It is based on real-world discussions on 
the IT security topics most likely to have an impact on your organization.
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