
Financial Losses Related to Social 
Engineering Fraud? New Coverage Responds

Existing Insurance May Not Provide Adequate Protection

Social engineering fraud (SEF) happens when cybercriminals assume the identity of  
a trusted individual in order to deceive people into providing confidential, personal 
information or property.

For example, a fund office or finance department is the victim of SEF when an employee 
acting in good faith transfers money to a third party in response to fraudulent instructions 
in an email. The email is sent by a cybercriminal impersonating an individual who has the 
authority to request the transfer.

This Insurance Shield discusses the importance of ensuring that a plan is covered for 
SEF in light of the fact that it is a growing threat. We explain why uncertainty about 
protection provided by an existing fidelity bond suggests it is prudent to purchase 
explicit SEF coverage as part of the fidelity bond.

Social Engineering Fraud Is Increasingly Common and  
Has Financial Repercussions

Since October 2013, when the FBI started tracking compromised business email,  
SEF has cost U.S. businesses $1.6 billion. Exposed losses identified by the FBI 
increased by an astounding 2,370 percent over a two-year period (from January 2015  
to December 2016).*

This is a growing area of exposure for employee benefit plans given the number of 
vendors, participants and transactions they manage on a daily basis. Equally troubling, 
the FBI reports that SEF continues to grow and evolve, with the criminals becoming ever 
more resourceful.

Key Points

SEF Is a Growing Threat

Existing Insurance May Not 
Cover SEF

Courts Have Heard Cases 
Where SEF Claims Were 
Denied, But Have Not 
Reached Consensus

Special SEF Coverage  
Is Available

*  Public Service Announcement Alert Number I-050417-PSA, FBI Internet Crime Compliant Center (May 4, 2017).  
This announcement gives examples of the five main SEF scenarios. It also suggests some self-protection strategies.
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Repercussions of SEF include:

 y Potential lawsuits by a plan’s participants and/or vendors for stolen funds or property;

 y Reputational damage and interrupted operations;

 y Financial losses; and

 y Employment issues with victimized employees.

An Existing Fidelity Bond May Not  
Cover Social Engineering Fraud

Fidelity bond coverage protects plans against financial losses related to acts of fraud 
and dishonesty. While fidelity bonds are not required to include coverage for computer 
fraud and funds transfer fraud, the additional coverages can be purchased separately 
to cover financial losses associated with electronic transactions and/or in the 
communications with banking facilities.

Coverage for computer fraud generally offers protection if money or other property is 
lost as the result of unauthorized entry into or deletion of data from a computer system 
by a third party.

Coverage for funds transfer fraud generally provides protection for direct loss of 
money resulting from fraudulent instructions by a third party to a financial institution, 
directing them to transfer, pay or deliver money from an account maintained by the 
insured without the insured’s knowledge or consent. The fraudulent instructions can  
be made in writing (other than by forgery), via email or by telephone.

Even with these additional available coverages, a fidelity bond may not protect a plan if a 
fund office or finance department staff member falls victim to SEF. A major factor in denials 
in these areas of coverage is that SEF losses are authorized with the organization’s 
knowledge or consent, even if consent was given mistakenly.

Another common reason insurers may give for denying an SEF fidelity bond claim is the 
policy’s so-called “voluntary parting exclusion.” Fidelity bonds offer protection from 
financial losses related to fraudulent or dishonest acts, but employees who are “hacked” 
are not acting dishonestly. Typical wording for that exclusion is, “no coverage for loss 
arising out of anyone on the Insured’s express or implied authority being induced by any 
dishonest act to voluntarily part with title to or possession of any property.”

Courts Rulings Are Mixed in Social Engineering Fraud Cases

Over the last few years, several policyholders have sued their insurers for denying 
claims related to SEF losses. The outcome of those cases has been decidedly mixed.

The United States District Court for the Southern District of New York ruled in favor  
of the policyholder in Medidata Solutions Inc. v. Federal Ins. Co. In that SEF, the 
cybercriminal used computer code to change data in fraudulent email addresses to 
appear authentic.

The United States Court of Appeals for the Sixth Circuit recently overturned a decision 
by the United States District Court for the Eastern District, which had reached a 
different conclusion in a similar case (American Tooling Center v. Travelers) on the 

http://insurancedevelopments.typepad.com/files/medidata-solutions-v.-federal-ins.-co.---memorandum-and-order-.pdf
https://cases.justia.com/federal/appellate-courts/ca6/17-2014/17-2014-2018-07-13.pdf


Insurance Shield | 8/2018     3Segal Select Insurance

grounds that the company’s computer system had not been hacked. In short, the 
appellate court found “computer fraud ‘directly caused’ ATC’s [American Tooling 
Company’s] ‘direct loss’ and no exclusion applied.” On July 31, 2018, a rehearing  
was requested.

However, the Ninth Circuit Court of Appeals has ruled in favor of the insurers in two 
SEF cases (Aqua Star (USA) Corp. v. Travelers Casualty & Surety Company of America 
and Taylor & Lieberman v Federal Insurance Company).

Special Coverage for Plans Is Now Available

The insurance industry responded to the rise in SEF by offering explicit coverage for 
that type of fraud. For employee benefit plans, this coverage is still relatively new. It has 
only been offered since early 2017 in the form of an endorsement to the plan’s existing 
fidelity bond. More recently, the SEF coverage has become part of the fidelity policy in 
lieu of an endorsement. Although SEF coverage has also become a standard part of 
newer crime bonds in the marketplace, Segal Select encourages plan sponsors to 
pursue SEF coverage through an endorsement to an existing fidelity bond or as part of  
a fidelity policy.

Insurers are reluctant to quote the coverage midterm, which could create a gap for 
policies written for a three-year prepaid period. Consequently, sponsors of employee 
benefit plans should pursue this coverage at renewal time. In most cases, a short 
application will be required for underwriters to evaluate an insured’s controls in place.

Typically, the cost to add the extension of coverage is about 10 percent of the fidelity 
bond premium. The extension of coverage then becomes part of the regular renewal of 
the bond’s coverage.

All insurers now offer SEF fidelity bond coverage, but the language can vary by carrier. 
Consequently, it is important to review coverage with your counsel and Segal Select in 
order to understand what SEF coverage under a fidelity bond includes — and excludes.

What to Look for in Social Engineering Fraud Coverage

When considering SEF coverage as part of a fidelity bond, it is prudent to review the 
coverage being offered carefully. In particular, look for variations in how the coverage 
responds, what conditions are required of insureds and what documentation, if any,  
the carriers require.

It is also important to look for any limits or loss qualifiers. To help mitigate their risk, 
insurers often offer sub-limited coverage, on average offering up to a $250,000 limit  
as a maximum amount that will be paid for a loss. They may be reluctant to offer higher 
limits under a fidelity bond SEF endorsement due to the growing sophistication and 
frequency of SEF. One top cyber insurance carrier has launched a new excess SEF 
policy for the U.S. market to help address this growing area of fraud.

There may be exclusions with respect to where, when and how a loss is paid. Insurers 
might make payment conditional upon the fund having certain practices and protocols  
in place, such as the ones described in the next section. It is important to view all the 
terms and conditions on the fidelity bond to see if the appropriate coverages exist, as 
well to cover expenses to investigate and a loss.

https://cdn.ca9.uscourts.gov/datastore/memoranda/2018/04/17/16-35614.pdf
http://cdn.ca9.uscourts.gov/datastore/memoranda/2017/03/09/15-56102.pdf


What Insurers Look for When Underwriting  
Social Engineering Fraud Coverage

Before pricing SEF coverage, insurers will investigate what steps a fund has taken to 
prevent a loss associated with SEF. Consequently, funds should have appropriate 
policies and procedures in place before seeking an SEF endorsement. That might 
include the following:

 y Educate employees about SEF by training them to recognize warning signs that an 
email may be fraudulent, such as unusual and/or particularly urgent requests. Health 
plan sponsors should include this as part of their Health Insurance Portability and 
Accountability Act (HIPAA) privacy and security assessments, policies and training.

 y Have — and consistently use — a two-step process to verify every fund transfer 
request received via email. That might include having a pre-determined call-back 
number, not a number provided in the email request.

 y Require that two designated people authorize all fund transfers made in response to 
email requests.

 y Set limits on how many fund transfer requests may be made via email each day.

 y Make payments using the Automated Clearing House (ACH), a computer system set 
up by the Federal Reserve Bank to process electronic transactions in batches, which 
can take a few business days to complete, instead of wire transfers, which are 
immediate. Because of the time delay, ACH fund transfers can be reversed.

 y Require that any and all instances of SEF be reported to the FBI’s Internet Crime 
Complaint Center.

Segal Consulting’s Administration & Technology Consulting Practice can help plan 
sponsors set up these practices and procedures.

Be Safe in Duplicitous Times

Given the rise in SEF activity and the increasing sophistication of cybercriminals bent on 
human hacking, Segal Select suggests funds consider broadening the scope of coverage 
under their current fidelity bond policy by purchasing the additional coverage offered by 
an SEF extension of coverage.

SEF coverage complements the cyber liability insurance that many boards of trustees 
have already purchased to protect their plans if data about participants is lost or stolen. 
SEF coverage can protect plans when money, securities and other property is lost. 
However, each carrier’s language should be carefully reviewed with legal counsel and 
Segal Select to verify coverage.

Segal Select can help plan sponsors obtain SEF coverage. We continue to negotiate 
specialized coverage with language to address the changing exposures associated with 
this type of claim.

To Learn More

To discuss SEF  
endorsements to  
fidelity bonds,  
contact the author:

Diane R. McNally 
Principal and SVP 
DRMcNally@segalsi.com 
212.533.5146

   Join our email list 
to receive issues of 
Insurance Shield.

Trustees of multiemployer plans should always rely on fund counsel for authoritative advice on all issues 
involving the interpretation or application of laws and regulations. Insurance Shield does not provide legal 
advice or a binding interpretation of coverage.  
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Clients rely on Segal Select Insurance Services to obtain comprehensive coverage and competitive 
premiums. A subsidiary of The Segal Group, we are the largest retail insurance broker dedicated 
to fiduciary liability insurance, fidelity bonds, employment practices liability insurance and cyber 
liability insurance for multiemployer and public sector plans — giving us unmatched recognition  
in the insurance marketplace. 

The advantages you gain with Segal Select as your trusted broker include: 

Experience: Our staff includes 10 licensed insurance brokers with an average of almost 15 years 
of experience per broker. This considerable experience means we can help assess other 
insurance lines and even negotiate with carriers to develop product innovations that keep clients 
properly insured.

Knowledge: Our clients, fund counsels and insurance carrier underwriters recognize our technical 
knowledge. We regularly provide technical communications and host educational webinars.

Transparency: Segal Select is primarily compensated through commissions paid by the insurance 
carriers. Annually, we disclose to each client, in writing, the amount of commissions we received 
during the prior year for that client. Learn more about Segal Select’s Compensation for Insurance 
Brokerage Services.

Service: With our specialized knowledge, we can explain complex coverage issues, respond  
to inquiries, and clearly and effectively communicate the technical aspects of these coverages  
to trustees.

Resources: We use a proprietary and confidential fiduciary liability insurance benchmarking database 
to analyze the activities of more than 1,000 plans. Our database — the most comprehensive of its 
kind — can help you decide what limit of liability to purchase and evaluate the competitiveness of 
a quoted premium. 

Segal Select: A Broker You Can Trust
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